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IV. odborné setkani k CSA

Organizacni pokyny
e Prosim, vypnéte si kamery a mikrofony, pokud nemluvite k Gcastniktim.

e Na zaveér setkani budou otazky a odpoveédi.
Po kazdé casti bude prostor na kratké otazky a odpoveéedi k jednotlivym tématdm.
Pro interaktivni komunikaci bude vyuzito webové aplikace SLICO.COM pod #4CSA.
Pokud nebudou otazky zodpovézeny na tomto setkani, budou odpovéedi zaslany
emailem na vsechny zuUcastnéné.

e Pokud bude v pribéhu prezentace uvadén odkaz na néjakou dokumentovanou
informaci dostupnou na webovych strankach, je link pripraven v seznamu odkazl ve
SLIDO pod #4CSA.

e Sohledem na planovanou délku trvani tohoto setkani neplanujeme prestavku.
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http://www.nukib.cz/

O
0

L
el

O

slido

Join at slido.com
HACSA

(D Start presenting to display the joining instructions on this slide.



V. odborné setkani k CSA

Program:
e Uvodnislovo

e Blok1:

Prehled schémat EUCC a EUCS (ENISA)

Metodika hodnoceni pro schéma EUCS (ENISA)
Prilezitosti pro ITSEF a CB u schématu EUCC (ENISA)
Q&A (ENISA)

e Blok2:
o Zfizeni rdmce pro evropskou digitalni identitu aneb eIDAS2 (MVCR)
o Regulace vyuzivani cloud computingu vefejnou spravou (NUKIB)
o European Cyber Resilience Act (NUKIB)
o Vzdélavaci a osvétové aktivity (NUKIB)
o Q&A
e Zaver
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V. odborné setkani k CSA

Uvodni slovo

Ing. Jaroslav Smid
Nameéstek reditele, Sekce informacni bezpecnosti
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Background

ENISA has developed with the support of the EUCC AHWG the candidate
EUCC scheme for the certification of ICT products according to the Common
Criteria - CC - (ISO/IEC 15408).

The scheme provides a mapping between the assurance levels of the CSA
and the assurance component AVA_VAN. of the CC: AVA VAN.1 and 2 map
to CSA level substantial, AVA_ VAN.3 to 5 map to CSA level high.

The notification of CABs is intended to be based, for this scheme:

- For the level substantial of the CSA, on the accreditation of CBs according
to ISO/IEC 17065 and of related ITSEFs according to ISO/IEC 17025

- For the level high of the CSA, on the accreditation of CBs according to
ISO/IEC 17065 and of related ITSEFs according to ISO/IEC 17025, plus
their authorisation by a NCCA.
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Background

Differences between accreditation and authorization:

In a nutshell and based on SOG-IS practices related to the authorization of

CBs and the licensing of ITSEFs, it is foreseen that EUCC authorization will

complement accreditation with a review by the NCCA of the CB assessment

that their related ITSEFs are capable to:

- Perform penetration testing for assurance components AVA VAN.3 and
above, (according to methodology not in the public domain nor published
standards),

- Protect the security of information (according to stricter requirements than
the ones applying for their accreditation, currently under definition).

Note: in addition to existing requirements defined in the Annexes of the
candidate scheme, we have developed guidance to assess the capabilities of
ITSEFs performing AVA_VAN.3 evaluations.

. enisa
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Background

In parallel, in order to ease the harmonization of MSs practices, at all
possible levels, ENISA with the support of the EUCC AHWG develops
guidance, including interpretations of accreditation requirements.

The first step was to address the requirements for the accreditation of the
testing laboratories (ITSEFs) according to ISO/IEC 17025, for the substantial
level (up to and including AVA_VAN.2).

Then we're addressing the requirements for the accreditation of the:

- CBs according to ISO/IEC 17065, for the substantial level (up to and including
AVA VAN.2),

- ITSEFs according to ISO/IEC 17025, for the level high (from AVA_VAN.3),

- CBs according to ISO/IEC 17065, for the level high (from AVA_VAN.3).

*

enisa



Background

Ultimately, we will provide consolidated documents (for example where a
CAB has both CB and ITSEF activities), but for the moment, we separate the
activities as current practices under the SOG-IS have such a separation in

place.

10 | S enisa
+* *
x *



Outcome of current work: EUCC interpretations of accreditation
requirements for ITSEFs activities

EUCC ACCREDITATION REQUIREMENTS FOR TESTING LABORATORY
(ITSEF) ACTIVITIES.

x
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EUCC Interpretations of accreditation requirements for ITSEFsS

activities

TECHNICAL ISO/IECTS
SPECIFICATION 23532-1

First editlon
202111

Information security, cybersecurity
and privacy protection —

Requi ts for the comp e
of IT security testing and evaluation
laboratories —

Part 1:
Evaluation for ISO/IEC 15408

urité et protection de la vie
ces des laboratoires

‘
- E o ©1S0/1EC 2021

iso.org

AN
ISO
-4

ISO/IEC 19896-3:2018

IT security techniques — Competence
requirements for information security
testers and evaluators — Part 3:
Knowledge, skills and effectiveness
requirements for ISO/IEC 15408
evaluators

ABSTRACT

This document provides the specialized requirements to demonstrate competence of
individuals in performing IT preduct security evaluations in accordance with ISO/IEC 15408
(all parts) and ISO/IEC 18045.

GENERAL INFORMATION ©
Status: @ Published Publication date : 2018-08
Edition: 1 Number of pages : 33

Technical Committee : 1ISO/IEC JTC 1/SC 27 Information security, cybersecurity and privacy
protection

= MENU
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EUCC Interpretations of accreditation requirements for ITSEFsS
activities

Interpretations relate to:
» Confidentiality

« Competence

» Subcontracting

* Non-compliance

* Retention of records

* Quality process

« Composite evaluations

* Monitoring compliance

« Patch management

They also provide recommendations to the NABSs.



EUCC Interpretations of accreditation requirements for ITSEFsS
activities

This guidance document has been submitted to the ECCG and EA for review,
ENISA is considering, as a good way forward, to submit these elements as a

new work item to CEN/CLC TC 13. But we are of course open to other
options!

In addition, we have engaged in 2021 into pilots to experiment some on the
new features introduced by the EUCC with regards to the SOG-IS, including
the accreditation of ITSEFs, we're getting feedback right now.

*‘k
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L atest version of the document

E
ASSURANCE LEVEL

EUCC ACCREDITATION
REQUIREMENTS FOR ITSEF
ACTIVITIES AT SUBSTANTIAL
ASSURANCE LEVEL.

ASSESSMENT BODIES

EUCC GUIDANCE FOR
ACCREDITATION BODIES
ACCREDITING CONFORMITY
ASSESSMENT BODIES.

21,2021

Based on the contributions from
EA, the text has been updated, and
split into two documents:

- The EUCC requirements for
ITSEF accreditation;

- Guidance for NABs
complementing ISO/IEC 17011.

*
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THANK YOU FOR YOUR ATTENTION

European Union Agency for Cybersecurity
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EUROPEAN UNION AGENCY
FOR CYBERSECURITY

METODIKA HODNOCENI PRO
SCHEMA EUCS

ASSESSMENT METHODS IN EUCS

Eric Vetillard, Ph.D.
Lead Certification Expert, ENISA
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AGENDA

1 — The scheme today

2 — Assessment principles

3 — Assessment at level CS-Basic

4 — Assessment at levels CS-Substantial and CS-High
5 — After the initial assessment

6 — Moving forward

18 | Assessment methods in EUCS — April 2022

10

14

17

21

25

.
* *
+ enisa



Status

WHERE ARE WE ON EUCS?

ENISA is finalizing the candidate scheme before to submit it to the Commission.
We have a pre-final draft candidate scheme
* It will be sent to the ECCG for their formal opinion this month

» ENISA will then “take utmost account of the opinion of the ECCG” to finalize the candidate scheme

Then, the Commission will take over

 Drafting an Implementing Act for the scheme

« Organizing a public review of the Implementing Act

« Then going for formal approval from Member States through a comitology process

 Finally, publishing and adopting the scheme

19 | Assessment methods in EUCS — April 2022 ¥ enisa
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CHAPTER 1

THE SCHEME TODAY



The EUCS today

A GENERIC SCHEME

5

All capabilities Horizontal 3 assurance levels
Based on ISO/IEC 22123-1 Defines a baseline of As defined in the European
All cloud capabilities are requirements that are applicable Cybersecurity Act
supported: Infrastructure, to all services. ‘basic’ > CS-Basic
Platform, AppllcaFlon Fnatl)lles the same methodology ‘substantial’ > CS-Substantial
Preferred for clarity to or all Services | ‘high’ > CS-High
references to laaS, PaaS, Does not assess the security of Al levels based
SaasS, XXaaS product-specific security EVEIS based on an

assessment by an accredited

No mention of deployment features (Security as a Service) third-party

model

21 | Assessment methods in EUCS — April 2022 enisa



The EUCS today

TECHNICAL CHALLENGES

Which requirements? Which assessment?

There is no clear standard, so we need to define a list of Several assessment methods, mostly based on
controls, drawing from existing schemes, and adding the ISO270xx and on ISAE standards, and an ability to
notion of assurance levels combine with both assessments

Which assurance levels? How to make results matter for

Assurance levels must bring added value and be simple customers?

enough to understand in order to bring a clear message Started with allowing customers to make informed
choices (transparency, documentation), and shifted to

sovereignty discussions.

22 | Assessment methods in EUCS — April 2022 ¥ enisa



3 ASSURANCE LEVELS

CS-Basic level

Minimise the known basic risks
of incidents and cyberattacks

* Limited assurance
 Review of CSP evidence

» Focus on the definition of
procedures and mechanisms

 Few constraints

23 | Assessment methods in EUCS — April 2022
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CS-Substantial level

Minimise known cybersecurity
risks, and the risk of incidents
and cyberattacks carried out by
actors with limited skills and
resources

» Reasonable assurance
» Design effectiveness

» Operating effectiveness

The EUCS today

CS-High level

Minimise the risk of state-of- the-
art cyberattacks carried out by
actors with significant skills and
resources

« Same as substantial, plus

« Stronger requirements, including
automated monitoring

« Penetration testing

.
+ enisa
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The EUCS today

ONE SET OF REQUIREMENTS

A variety of sources, from standards to national schemes

We used the German C5 criteria to provide a sound basis

» This has been the basis for the CS-Substantial level (with inputs from ISO270xx, SecNumCloud)
 The CS-Basic level is defined by removing constraints from the requirements

» The CS-High level is defined by adding constraints and additional requirements (with inputs from
SecNumCloud)

But this remains a very open scheme
« Many transparency requirements (also for location of data storage and processing, up to CS-Substantial)
» The scheme is very careful not to mandate specific technologies, focuses mostly on results to achieve

» The scheme remains focused on cybersecurity, not contractual issues or data protection

24 | Assessment methods in EUCS — April 2022 ¥ enisa
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The EUCS today

TWO ASSESSMENT METHODS

‘5

Limited assurance Reasonable assurance
For the Basic level only, as initially proposed For the Substantial and High levels:
by CSP-CERT: « “Normal” audit of a cloud service
 Mostly a review of evidence provided by the CSP « Focus on the ISMS and processes, but some
« In fact, a self-assessment reviewed by a 3" party interest in the “product” underlying the service
« Fully integrated in the main scheme, certificate * Following a specific methodology, fully defined in
lifecycle, maintenance, etc. the scheme

- Mostly for vendors with no certification « Compatible with both ISO17021 and ISAE3402

» Vendors can keep their certification strategy

25 | Assessment methods in EUCS — April 2022 ¥ enisa
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CHAPTER 2

ASSESSMENT PRINCIPLES



Assessment principles

THE METHODOLOGY IS DEFINED IN THE EUCS

The EUCS is using a hybrid methodology, which draws both from ISO7065 and
from ISAE assessments.

The structure of the CAB work follows the ISO 17065 organisation

« Application, audit planning, audit, review, certification

» Also reusing basic rules on independence, competences, ...

The audit is strongly influenced by ISAE principles

« Definition of audit as limited assurance or reasonable assurance

 Verification of operating effectiveness of the controls (for CS-Substantial and CS-High)
The dependency analysis is the main EUCS add-on

» To provide a full-stack coverage independently of the actual implementation

» Requiring an analysis of the assurance documentation available on carved-out subservice providers

27 | Assessment methods in EUCS — April 2022 ¥ enisa
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Assessment principles

THE DEPENDENCY ANALYSIS

In the EUCS, assurance documentation must be provided for the full stack,
whether or not it is implemented by the CSP or by a subservice provider.

Composition is the preferred way to achieve this

» Using a subservice provider that has itself been certified with the EUCS

* This is encouraged by mandatory documentation that ease composition

But composition is not always possible

» Not all subservice providers are cloud providers

» At least during transition, some subservice providers have not been certified yet

Dependency analysis is the solution for such cases

» Possibility to rely on other kinds of assurance documentation (ISO 27001 certificates, SOC2 reports, ...)

 BUT this documentation needs to meet some criteria

28 | Assessment methods in EUCS — April 2022 ¥ enisa
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Assessment principles

SOME OF THE CRITERIA

AR E

Auditor / Evaluator Quality of Information  Requirement coverage
The auditor must be trusted From a known framework Coverage derived from CSP’s
- Accredited CAB * 1SO27001 schemes declarations
« Public auditor « SOC2 or similar schemes * CSOCs defined by the CSP
Following rules of conduct With proper information * Some EUCS requirements
from a known institution « SOC2, but most likely not SOc3 ~ Mappings may be used

required for 1ISO 27001 different requirement structure

29 | Assessment methods in EUCS — April 2022 ¥ enisa
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CHAPTER 3

ASSESSMENT AT LEVEL CS-BASIC



Assessment at CS-Basic

PRINCIPLES OF THE ASSESSMENT

At evaluation level CS-Basic, the objective is to validate that the CSP is on the
right path to full good cybersecurity practices.

Requirements cover a wide range of topics, with only limited depth

 All areas of cybersecurity need to be covered

* The requirements in most cases do not include any constraints on the kind of coverage
The assessment is intended to be efficient

« Focus on documentation of process and existence of an implementation

* No need to demonstrate a regular/systematic application of the controls

« Assessment based on the result of an internal audit

» Assessment driven by a questionnaire

31 | Assessment methods in EUCS — April 2022 I enisa
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Questionnaire-Sample-EV-220324 xlsx - Excel Eric Vetillard Eal

Ho c-g- -

File Home Insert Draw Page Layout Formulas Data Review View Help Q Tell me what you want to do
14 - I v
A B C D E F G H | J K L -
1 Questions on requirements
2 Questions related to some requirements, organized by chapters and categories
3
4 0OPS-10 to OPS-16 : Logging and Manitoring |
5 [Requirement E1QiD B3 Question 8 Expected evidence 3 Answer Bl Evidence doc. B Evidence pointer BJCSP Comment g validation [
i Does the CSP document policies and procedures that N
OPS-10.1B 01 govern the logging and monitoring of events on system - Documented policies and procedures Yes OPS Policy page 24 OK
6 components under its responsibility?
i Does the CSP implement policies and procedures that . . . R
. - Logging configuration
0OPS-10.1B 02 govern the logging of events on system components ) Yes Event log example OK
- Logs
7 under its responsibility? B
N Does the CSP implement policies and procedures that . . . R
. - Monitoring configuration .
OPS-10.1B 03 govern the monitoring of events on system components i L . Yes Monitoring rule example OK
) — - Logs with monitoring action
8 under its responsibility?
i Does the CSP document policies and procedures that n h .
OPS-11.1B 01 . . - Documented policies and procedures Yes Data Policy page 18 OK
9 govern the secure handling of derived data?
N - Records derived from the
implementation of the policies and The configuration follows the
Does the CSP implement policies and procedures that o e . . . € .
OPS-11.1B 02 . . procedures Yes Log configuration policies for the handling of OK
govern the secure handling of derived data? . L. .
- Configuration items derived data.
10 - Application to logs
i Does the CSP monitor log data in order to identify N
events that might lead to security incidents, in - Documented policies and procedures . This show that the rules are
OPS-12.1B 01 . . . . . . Yes Monitoring rule example . OK
accordance with the logging and monitoring - Monitoring configuration defined
1 requirements?
N Does the CSP monitor log data in order to identify R
events that might lead to security incidents, in - Documented policies and procedures This is an example of applying
0OPS-12.1B 01 Yes Event report example OK
accordance with the logging and monitoring - Monitoring configuration one of the rules
12 requirements?
r
Are identified events reported to the appropriate - Pointer to procedure ; Mot fully clear to whom the
0OPS5-12.1B 02 i e . . Yes Event report example nconclusive
13 departments for timely assessment and remediation? |- Security event notification report report was done
r
Does the CSP store all log data in an integrity-protected
€ . g. e - Pointer to procedure . . In the section that starts with
OPS-13.1B 01 and aggregated form that allow its centralized i Yes Log configuration Storage N ; OK
; - Extract of centralized log data the "Storage" comment.
14 evaluation?
i Is the communication between the assets to be logged - Pointer to procedures with analysis In the section that starts with
OPS-13.1B 02 and the logging servers authenticated and protected in |of the selected protocol Yes Log configuration Communication the "Communication” OK
15 integrity and confidentiality? - Configuration item comment.
r
Ao Lo data dalatad wdhon i ic ne | reeiead for DAf £, Avar I #h 41 that ctarke writh -

Ready

CSP Documents

Doc Questions

Questionnaire

Questionnaire building | Data | (.E.J.

EDisplay Settings

H B MO



CHAPTER 4

ASSESSMENT AT LEVELS
CS-SUBSTANTIAL AND CS-HIGH



Assessment at CS-Substantial & CS-High

THE REQUIREMENTS AND METHODOLOGY ARE
RATHER DEMANDING

This is a result of combining the CSP’s very large threat surface with the
definition of assurance levels from the CSA, based on attackers.

Assurance level CS-Substantial intends to “minimise the known cybersecurity risks, and the risk
of incidents and cyberattacks carried out by actors with limited skills and resources”.

» Recent attacks show that this covers a wide range of groups, including the teenagers from Lapsus$

« Able to apply any well-known attack on a not/poorly protected target, so mostly opportunistic

Assurance level CS-High intends to “minimise the risk of state-of- the-art cyberattacks carried out
by actors with significant skills and resources”.

» For instance resources provided by a nation-state to perform systematic attacks on specific targets

» Able to identify/purchase a 0-day vulnerability or combine known vulnerabilities into an attack path

This is actually quite demanding, so how can we meet that?

34 | Assessment methods in EUCS — April 2022 ¥ enisa
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Assessment at CS-Substantial & CS-High

A FIXED SET OF REQUIREMENTS

The requirements on controls are defined for every evaluation level, with
Increasing details and constraints.

For CS-Substantial, requirements are comparable to typical frameworks
* Mostly inspired from C5 (Germany), itself drawing from 1SO 270xx and more

 All requirements are considered applicable, but may be conditional
* No Security Target, the requirements are a baseline

For CS-High, requirements are more demanding than for usual frameworks
» Some requirements inspired from SecNumCloud, especially for more specific/detailed requirements
« Many requirements about automated monitoring, an important theme for CS-High

» Also, much stronger requirements on penetration testing

35 | Assessment methods in EUCS — April 2022 ¥ enisa
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Assessment at CS-Substantial & CS-High

AN AUDIT IN THREE PARTS

The requirements apply on controls, which in practice may not necessarily follow
the same organization.

Step 1. Demonstrate that all requirements are covered by a control

» Typically pointing to policies, procedures, configurations, ...

Step 2: Demonstrate the existence of an implementation of the control

« Typically pointing to configuration files, logs, and other traces

Step 3: Demonstrate the operating effectiveness of the control

» Typically pointing to logs, workflow history, ...

« Demonstrating that the control has been applied as expected over a period of time

» Demonstration based on sampling, depending on the volume

36 | Assessment methods in EUCS — April 2022 I enisa
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CHAPTER 5

AFTER THE INITIAL ASSESSMENT



After the initial assessmement

CONTINUED COMPLIANCE

With the Cybersecurity Act, certification is not a “one-shot” activity, since there is
a requirement for continued compliance.

NCCAs are in charge of market surveillance of certified products or services

« Making sure that certified products and service live up to their promise

« Supervising CABs, also performing surveillance assessments on a sample of products
CSPs need to declare identified nonconformities and vulnerabilities to CABs

* In the EUCS, only major nonconformities and critical vulnerabilities

« Other nonconformities and vulnerabilities are reviewed during maintenance assessments

In the EUCS, maintenance assessments are required at least every year

» Alimited assessment every year, but with more tasks than in 1IS027001

38 | Assessment methods in EUCS — April 2022 ¥ enisa
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After the initial assessmement

NONCONFORMITIES AND VULNERABILITIES

®

Nonconformities Vulnerabilities
The CSP has a process to handle them The CSP has a process in place
» Assessing the significance (minor or major) » Assessing the significance
» Fixing the nonconformities  Informing the CAB of the most significant

* Informing the CAB for major nonconformities vulnerabilities, and of the mitigation

Could lead to some issues Could also lead to some issues

- A suspension could happen, or a withdrawal « If the process is not followed

» Also, non-compliance could be even worse, if the * Ifthe Vl]flner_ab'“ty leads to/orllg_unates from a
rules from the scheme are not followed nonconiormity or a non-compliance

39 | Assessment methods in EUCS — April 2022 ¥ enisa
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After the initial assessmement

SIGNIFICANT RECURRENT TASKS

Compared to 1ISO27001, there are more recurrent tasks every year. But there are
still less than for an ISAE assessment.

Every year, the CSP must demonstrate

» Coverage and existence for modified controls and for a limited subset of controls

» Operating effectiveness for all controls (not applicable for CS-Basic)

Every 3 years, the renewal assessment is the same as the initial assessment

« Simplification will come from the knowledge acquired by the CAB of the CSP’s controls

Special assessments may be necessary when events occur

 Significant changes in the cloud service, or identification of vulnerabilities or nonconformities

40 | Assessment methods in EUCS — April 2022 ¥ enisa
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CHAPTER 6

MOVING FORWARD



Moving forward

ONGOING AND FUTURE WORK

hi

Ongoing work Future work
Finalization of the scheme More guidance will be required
» To be sent to the ECCG for opinion this month » Guidance for CABs on the assessment
Standardization in CEN-CENELEC JTC13 « Guidance for cloud customers on using the EUCS
- ATS in WG2 on the requirements on controls A maintenance structure will be set up
« ATS in WG3 on the accreditation requirements » Continuing the work on guidance
Some guidance already initiated * Preparing the future revisions of the scheme
 General guidance on the requirements NCCAs and the ECCG will start working on
« Also, the questionnaire for level CS-Basic peer assessments and peer reviews

42 | Assessment methods in EUCS — April 2022 ¥ enisa
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........ MINISTERSTVO VNITRA

.........
......... CESKE REPUBLIKY

Zrizeni ramce pro evropskou
digitalni identitu aneb elDAS2

Filip Bilek



Duvod pro revizi narizeni eIDAS

* Elektronicka identifikace:
Pouze 14 statu notifikovalo
alespon jeden system el.
identifikace (jen 59% obyvatel
EU ma moznost pristupu
k duvéryhodnym a bezpecnym
systémum el. identifikace, které
Ize vyuzit preshranicne).

» Sluzby vytvarejici duveéru:
technologicka neutralita, ruzny
vyklad pozadavku.




Navrh revize narizeni elDAS

Zverejnen 3. cervna 2021.

Obsahuje navrh Evropské digitalni identity.
Zmeny rovnez v oblasti sluzeb vytvarejicich
duveéru.

Navrh revize eIDAS musi projit radnym
legislativnim procesem.




- EUelD Wallet

National elD

Driving licence

#DigitalEU

Zdroj:#DigitalEU

Evropska digitalni identita

Evropska penezenka digitalni identity.
Povinnost pro Clenské staty poskytovat
penezenku.

ObcCan muze/nemusi vyuzivat penézenku.
Uzivatel rozhoduje, ktere udaje o sobe
poskytne.

Moznost ulozit dalsi atributy o sve osobée
(napr. kvalifikace, vzdelani).

Vysoka uroven zaruky.

Umozneni podepsani kvalifikovanym
elektronickym podpisem.
Harmonizovany pristup.



Evropska digitalni identita

EU digital identity
Rent a car .
__Check-in at a hotel
" Prove your age
Get a medical prescription
Apply to university
File taxes
Store birth certificate
Get a bank loan

.
.
. .
.....

Zdroj:#DigitalEU
* Pouziti jak vuci verejnym online sluzbam, tak vuc€i soukromopravnim
online sluzbam vyzadujicim silné overeni uzivatele na zaklade
pravniho predpisu nebo smluvniho zavazku.



EU digital identity

#DigitalEU

Zdroj: #DigitalEU




Certifikace evropské penéezenky digitalni identity

Nutnost zajistit duvéru, jak ze
strany uzivatelu, tak ze strany
spoléhajicich se stran.
Stanovena povinnost, aby
penézenky byly certifikovane.
Potvrzeni, ze splnuji
pozadavky na funkCnost a
bezpecnost.




Certifikace systému elektronické identifikace

Pomoci certifikace elD systemu
|ze nahradit pozadavek na
provedeni procesu vzajemného
hodnoceni.

Navrh na moznost certifikace
celeho elD systému reaguje na
dosavadni zkusenosti s
procesem vzajemneho
hodnoceni.




Sluzby vytvarejici duvéru

Dohled nad QTSP by mel byt vice sladen v ramci cele EU.
Provazanost s NIS2.

Upresneni ve veci overeni totoznosti pri vydani
kvalifikovanych certifikatu.

Povinnost akceptace QC pro autentizaci internetovych
stranek ze strany webovych prohlizecu.

ZlepSeni interoperability QTS diky pfijeti provadécich aktu
(1A).

Omezeni platnosti certifikace QSCD prostfedku na 5 let s
pravidelnym hodnocenim zranitelnosti.




Sluzby vytvarejici duvéru

* Elektronické potvrzeni atributu
— souvislost s evropskou penezenkou digitalni identity

— kvalifikované elektronické potvrzeni atributl ma stejné pravni
ucinky jako potvrzeni vydané v tiSténé podobe.

— pozadavky na kvalifikované elektronické potvrzeni atributu
podobné tém pro QC.

— Atributy napriklad:
« Vék
* Adresa
* Pohlavi
« Narodnost
o Vzdélani
* Profesni kvalifikace



Sluzby vytvarejici duvéru

« Sprava kvalifikovanych prostredku pro vytvareni el. podpisu/peceti na
dalku

— Vytvareni kvalifikovanych el. podpisu a peceti na dalku.

» Sluzba elektronicke archivace
— zachovani duvéryhodnosti elektronického dokumentu.

« Elektronicka ucetni kniha (ledger)
— Ochrana dat proti pozmeneéni.

— S kvalifikovanou elektronickou ucetni knihou se poji pravni domnénka
jedine€nosti a autenti¢nosti udaju, které obsahuje, presnosti jejich data a ¢asu
a jejich postupneho chronologickeho razeni v této knize.



Dekuji Vam za pozornost.
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Join at slido.com
HACSA

(D Start presenting to display the joining instructions on this slide.
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slido

ID Audience Q&A Session

(D Start presenting to display the audience questions on this slide.
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Regulace vyuzivani cloud
computingu verejnou spravou

6. dubna 2022 Petr Kopfiva
TLP: WHITE Odbor regulace



Provedeni regulace cloud computingu

o Regulatorni ramec
o zakon €. 365/2000 Sb., o informacnich systémech verejné spravy (ZolSVS) — garant Ministerstvo vnitra
o zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti (ZKB)

o zakladni Uprava od 1. 8. 2020 — rada nedostatk( — nutné novelizovat

o novely provedeny zdkonem €. 261/2021 Sb., tzv. DEPO u¢innost od 1. 9. 2021.

o v souvislosti s tim NUKIB vydal dvé vyhlaky a pFipravuje tieti:

o vyhlaska ¢. 316/2021 Sb., o nékterych pozadavcich pro zapis do katalogu cloud computingu (tzv.
vstupni kritéria)

o vyhlaska €. 315/2021 Sb., o bezpecnostnich Urovnich pro vyuzivani cloud computingu organy verejné
moci (tzv. vyhlaska o bezpecnostnich drovnich)

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 61



Dva zakony a tri vyhlasky

VSTUPNI KRITERIA BEZPECNOSTNI BEZPECNOSTNI
(§ 6m nebo § 6n pism. b ZoISVS) PRAVIDLA PRO UROVNE IS (DOPADY) 4
OVM O(}St. 5ZKB)
ID/1234 (§ 4 odst. 5 ZKB) Ur./dopad: mrtvi/penizel/...
1 Certifik ISO . 1
27el£ race A) Rizeni pfistupu o L‘ §$
2 Sifr. algoryt. VKB CB:) Nalezitosti smluv 311t $$$
3 . ) - 41ttt $538
4 D) ...

Provadi ZKB

Provadi ISVS

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 62



Schéma regulatorniho ramce cloud computingu - ZolSVS .

Kontrola EX ANTE

. Ministerstvo vnitra
Ministerstvo vnitra + NUKIB

Katalog cloud computingu Organ verejné spravy

Poskytovatel sluzeb cloud computingu

1. Ovéreny poskytovatel

2. Ovérena sluzba

Bezpecnostni Urovné
Vyhlaska 315/2021 Sh.

Vstupni kritéria
Vyhlaska 316/2021 Sh.
Verejna
zakazka

Bezpecnostni pravidla
2. cloudova vyhlaska

Vyuzivani sluzby cloud Kontrola EX POST
computingu

MV (ZoISVS), NUKIB (ZKB)

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 63



Pozadavky na spravce ISVS- ZoISVS

§ 6l ZolISVS

Zakladni pravidla vyuzivani cloud computingu organem verejné spravy

(1) Organ verejné spravy mulze vyuzivat pouze cloud computing, ktery spliuje pozadavky podle
§ 6n a je poskytovany

a) poskytovatelem statniho cloud computingu nebo poskytovatelem cloud computingu
zapsanym v katalogu cloud computingu na zaklade nabidky cloud computingu tohoto
poskytovatele zapsané v okamziku jejiho prijeti organem verejné spravy v katalogu cloud
computingu,

b) v rdmci vertikalni nebo horizontalni spoluprace podle pravniho predpisu upravujiciho
zadavani verejnych zakazek nebo

c) v rdmci obecné vyjimky z povinnosti zadat verejnou zakazku v zadavacim fizeni podle
pravniho predpisu upravujiciho zadavani verejnych zakazek. (...) (atalog cloud computing

1. Ovéreny poskytovatel

2. Ovérena sluzba

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 64




Pozadavky na spravce ISVS- ZoISVS

§ 6l ZolISVS

Zakladni pravidla vyuzivani cloud computingu organem verejné spravy

(4) Odstavce 1 aZz 3 se nepoutziji v pripadé cloud computingu, ktery slouzi vylucné

a) ke spravé a reseni technickych potizi nebo diagnostice programovych anebo technickych
prostredkU, pripadné k zabezpeceni nebo prenosu s tim souvisejicich signald,

b) ke spravé nebo vyuzivani prostredkud pro elektronickou identifikaci vyuzivajicich
vicefaktorové autentizace,

c) k aktualizaci nebo opravé programového prostredku, nebo

d) ke shromazdovani nebo vyméné provoznich udajq,

e) ke zkusebnimu provozu informacniho systému verejné spravy, pokud pfi ném nebudou
vyuzity udaje, které se v informacnim systému verejné spravy vedou nebo povedou anebo
které jsou nebo budou v souvislosti s poskytovanim sluzby informacniho systému verejné
spravy vyuzivany.

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 65



Pozadavky na poskytovatele cloud computingu - ZoISVS

§ 6m ZolISVS

Pozadavky na poskytovatele cloud computingu poskytujiciho cloud computing organu

verejné spravy

* (1) Poskytovatelem cloud computingu poskytujicim cloud computing organu verejné spravy
muUzZe byt pouze osoba nebo jiné pravni usporadani, které jsou

e a) zpUsobilé zajistit zakladni Uroven ochrany davérnosti, integrity a dostupnosti informaci
organu verejné spravy,

* b) bezdhonné v rozsahu bezihonnosti pozadované po kvalifikovaném spravci
kvalifikovaného systému elektronické identifikace,

* ¢) zpUsobilé pro poskytnuti cloud computingu organu verejné spravy z hlediska verejného
poradku, bezpecnosti a dodrzovani prav tretich osob.

Katalog cloud computingu

Poskytovatel sluzeb cloud computingu

1. Ovéreny poskytovatel

Narodni urad pro kybernetickou a informacni bezpecnost, 6. dubna 2022, TLP: WHITE Vstupni kritéria 66
Vyhlaka 316/2021 Sb.



Pozadavky na cloud computingu - ZolSVS

§ 6n ZolSVS

Pozadavky na cloud computing vyuzivany organem verejné spravy

 Organ verejné spravy muze vyuzivat a poskytovatel cloud computingu muze organu verejné
spravy nebo poskytovateli statniho cloud computingu poskytovat pouze cloud computing,

e a) ktery umoznuje splnéni pozadavku kladenych na informacni systém verejné spravy
informaéni koncepci Ceské republiky,

* b) ktery umoznuje dosazeni alespon zakladni irovné ochrany duvérnosti, integrity a dostupnosti
informaci organu verejné spravy,

e ¢) ktery umozZnuje organu verejné spravy postupovat podle bezpecnostnich pravidel pro organy
verejné moci vyuzivajici sluzby cloud computingu podle pravniho predpisu upravujiciho
kybernetickou bezpecnost,

* d)jehozZ bezpecnostni Uroven je stejna nebo vyssi nez bezpecnostni Uroven informacniho
systému verejné spravy nebo jeho casti, k zajisténi jehoz provozu je vyuzivan,

Poskytovatel sluzeb cloud computingu
( oo )

Katalog cloud computingu

N
|

Vstupni kritéria
Vvhlaska 316/2021 Sb.

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 67



Pozadavky organ verejné moci - ZKB

§ 4 odst. 5 ZKB
Pozadavky na cloud computing vyuzivany organem
verejné spravy

 0Od1.9.2021:

Organy verejné moci jsou povinny pred uzavienim
smlouvy s poskytovatelem sluzeb cloud computingu
zaradit poptavany cloud computing do bezpecnostni e
urovné s ohledem na povahu dotceného informacniho
nebo komunikacniho systému podle provadéciho
pravniho predpisu a zajistit, Ze budou dodrzovana
bezpecnostni pravidla pro poskytovani sluzeb cloud

computingu stanovenda Ufadem (...)

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 68

Katalog cloud computingu Organ vefejné spravy

N\

Bezpecnostni Urovné
Vyhlaska 315/2021 Sh.

Bezpecnostni pravidla
2. cloudovd vyhlaska




Tri cloudoveé vyhlasky I.

1. Vyhlaska €. 316/2021 Sb., o nékterych pozadavcich pro zapis do katalogu cloud computingu

o UCINNA OD 1.9.2021

o Tzv. vyhlaska o vstupnich kritériich

o Sada pozadavk( a podminek, které musi poskytovatel CC sluzeb splnit aby mohl dodavat orgdnlm verejné spravy

o Cloudové sluzby rozdéleny do 4 Urovni podle pozadavku na bezpecnost

o Jednotlivi dodavatelé sluzeb musi splnit vstupni pozadavky

o Naplnéni pozadavkd posoudi MV a NUKIB = spravni fizeni

Poskytovatel sluzeb cloud computingu

Katalog cloud computingu

1. Ovéreny poskytovatel

2. Ovérena sluzba

Vstupni kritéria
Vyhlaska 316/2021 Sb.

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE
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VYHLASKA
ze dne 24. srpna 2021

o nékterych pozadaveich pro zipis do katalogu cloud computingu

Nirodni dfad pro kybernetickou a informaéni
bezpecnost stanovi podle § 12 odst. 2 zikona & 365/
/2000 Sb., o informa&nich systémech vefejné sprivy
a 0 zméné nékterych daldich zikond, ve znéni zd-
kona ¢. 261/2021 Sb., (dile jen ,zikon):

§1
Predmét Gpravy
Tato vyhldska stanovi

a) pozadavky na zpisobilost poskytovatele cloud
computingu (dile jen ,poskytovatel) zajistit
zakladni droven ochrany davérnosti, integrity
a dostupnosti informaci orginu vefejné spravy
podle § 6m odst. 1 pism. a) zdkona,

b) pozadavky na dosaieni zikladni drovné ochra-
ny divérnosti, integrity a dostupnosti informa-
ci orginu vefejné sprivy nabizenym cloud
computingem podle § 6n pism. b) zikona,

¢) seznam certifikaci a audith pro oblast ochrany

davérnost, integrity a dostupnosti informact

podle § 6q odst. 5 pism. c), § 6t odst. 6 pism. b)

a § 6t odst. 7 pism. c) zdkona, doklady o jejich

splnéni a intervaly pro pfedkladini téchto do-

kladii podle § 6y odst. 2 zikona,

§ 6t odst. 6 pism. g) a § 6t odst. 7 pism. h) za-
kona.

§2
Zakladni pojmy

Pro tGlely této vyhlasky se rozumi

a) zikaznikem orgin vefejné sprivy vyuzivajici
sluzbu cloud computingu,

b) uzivatelem ten, kdo sluzbu cloud computingu
prostiednictvim systému orginu vefejné spravy
vyuZivi nebo ji nastavuje,

c) zikaznickymi daty vSechna data, ktera jsou uzi-
vatelem poskytnuta poskytovateli v pribéhu
uzivini sluzby cloud computingu,

d) zikaznickym obsahem textovi, zvukovd, audio-
vizudlni, obrazovd nebo jini data, kterd byla
uzivatelem do sluzby cloud computingu vlo-
Zena, a to bez jejich metadat, a indexy k témto
datm,

e) provoznimi tidaji data vygenerovani nebo od-

vozena poskytovatelem v souvislosti s poskyto-

vanim sluzby cloud computingu,

69



Ulozeni a zpracovani dat - TRANSPARENTNOST

§ 6k odst. 2, pism. ¢, bod 3 ZolISVS

* udaje o predpokladaném mistu zpracovani informaci organu verejné spravy a predpokladané
dobé, predpokladaném rozsahu a predpokladaném ucelu zpracovani informaci organu verejné
spravy v tomto miste, pripadné o tom, ze nabizeny cloud computing vyzaduje dlouhodobé
ulozeni informaci organu verejné spravy mimo uzemi Evropské unie,

Ptiloha €. 2, ¢ast 1 vyhlasky 316/2021 Sb.

ULOZENI NEAKTIVNICH ZAKAZNICKYCH DAT A SPECIFICKYCH PROVOZNICH UDAJU

 UloZeni neaktivnich dat v EU nebo vyjimka uvedenda na webu NUKIB (v jednani informace v
Katalogu eGC)

https://www.nukib.cz/cs/uredni-deska/cloud-computing/

ZPRACOVANI ZAKAZNICKYCH DAT A SPECIFICKYCH PROVOZNICH UDAJU
e Bud'v EU nebo v Katalogu eGC informace o predpokladaném miste, dobé&, ¢asu zpracovani

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 70


https://www.nukib.cz/cs/uredni-deska/cloud-computing/

Tri cloudoveé vyhlas

Sky 1.

2. Vyhla

(Vyhlaska o bezpecnostnich trovnich systémii)

o UCINNA OD 1.9.2021

o Zarfazeniinformaéniho systému nebo jeho &asti do bezpeénostni trovné (BU)

o Bezpecnostni uroven urCuje mozny dopad naruseni bezpecnosti informaci

o Rozcestnik pro hodnoceni dllezZitosti systému statni spravy a pro urceni

pozadavkl na jejich zabezpeceni

o Dopada na vSechny organy verejné moci

o BU jsou 4: nizkd, stfedni, vysoka (= komeréni), kriticka (= statni)

Katalog cloud computingu

2. Ovérena sluzba

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE

Orgén verejné spravy

N\

Bezpecnostni Urovné
Vyhlaska 315/2021 Sh.

Ska €. 315/2021 Sh., o bezpecnostnich trovnich pro vyuzivani cloud computingu organy veiejné moci

Cistka 139 Shirka zikonii & 315 / 2021 Strana 3763

315

VYHLASKA
ze dne 24. srpna 2021
o bezpednostnich trovnich pro vyuZivini cloud computingu orgdny vefejné moci

Nirodni dfad pro kybernetickou a int
dle 5 2 odst. 2 p]s

bezpeznost stanovi p

d) drovni dopadu nizki, sti soki nebo kri-

tickd hodnota, keer ndp opadu kyberne-

kona & 181/2014 Sb.

tického b na poptivany

2 6 zmtné sousiscjicich zikons (zalinn o kyberne-
rické hezpe(nasn)_ we znéni zikona & 205/2017 Sb.,
(dile jen zikon"):

§1
Predmét tpravy
Tato vyhliska stanovi bezpeénostni drovné pro
vyudivini cloud computingu orginy vefejné moci

podle § 6 pism. ¢) zikona.

§2
Vymezeni pojmil
Pro digely této vyhlisky se rozumi
a) poptivanym cloud computingem informaéni
ncbo komunikaéni systém jako celek nebo jcho
Zist, které mohou bjt pr
cloud w 2 kieré je

o nebo komunikagniho systé-
wohota syséma, kuerd je jedno-
i

Ini, zabezpetuje

o systematickou informaéni Gnnost’), mide

cntu
cloud compting v kszdé oblast dopada.

$3
Bezpednostni drovné
Bezpeinostni Groveii pro vyudivini cloud
computingu orginy vefejné moci vyjadfuje mozné
dopady kybernetického bezpecnostniho incidentu

sa poptivany cloud computing. Bezpecnostai
Girovné jsou nizk, stiedni, vysoki nebo kritickd.

§4

Zatazeni poptavaného cloud computingu
do bezpecnostni drovad

(1) Zaiazent poptivanho cloud computingu do

provede orgin veiejn

podle plahy k této vyhlsice, Orgin vefejné moci

oct

; rhodnoti naplnéni trovné dopadu, kieré je popei-

vany cloud computing schopen dosihnout v rimci
ka3dé oblasti dopadu. Urovess dopadu je v rimci
kazdé oblasti dopadu dina nejhorfim moznjm do-
padem kybernetickéha bezpegnastniho incidentu.

zncho dopadu
entu zohledni

(2) P zjistovini nejhoriiho

ky

byt provozovina pomaci cloud
aje definovina = hlediska fankénich kategorii,
architektury, provozniho modelu a bezpecnosti,

¢) oblasti dopadu vymezeni oblast, v rimci které
it dopad kybernesického bezpecnost-

incidentu na poptivany cloud computing

niho
viv na bezpecnost a zdravi lidi, ochranu osob-
nich tdajti, trestnéprivni Fizeni, vefeing pofi-
dek, mezinirodni vztahy, Fizeni a provoz, di-
véryhodnost, finanéni model nebo zajistovini
slueb,

orgin vefejné moci moFné narudeni davérnosti, in-
bcgrily a dostupnosti poptivaného cloud compu-
tingu a povahu informaéniho nebo komunikagntho
systéam, kierd je poptivanim dovd computingen,
jako celku. V péipadZ, 3c je poptivanym cloud
computingem pouze uréiti &st informagniho nebo
komunikaéniho systému, zohledni také vzuh téo
&dsti k bezpegnostni drovni informaéniho nebo ko-
munikaéniho systému jako celku.

(3) BezpeEnostni tiroved pro vyuzivini popti-

') §2 pism_a} zdkona & 365/2000 Sh., 0 informagnich systémech veFejnd sprivy a o zenint nékrerfch daliich zékond, ve
znini pozdijtich predpisi.




Tri cloudové vyhlasky Il. - formular

https://www.nukib.cz/cs/kyberneticka-bezpecnost/regulace-a-kontrola/formulare/

Formular hodnoceni bezpeénostnich trovni

Pro splnéni povinnosti podle § 4 odst. 5 zakona o kybernetické bezpeénosti ve spojeni s vyhlaskou

315/2021 Sb., o bezpeénostnich Urovnich pro vyuzivani cloud computingu organy vefejné moci.

> ke stazeni zde

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE

ainformaéni bezpeénast

z - - . - . MNarodni dfad
Narodni centrum kybernetické bezpecnosti pro kybernetickou

Zaznam o procesu stanoveni bezpecnostni trovné poptavaného cloud computingu

A: Udaje o orgdnu vefejné moci
Nézev:

Adresa sidla:
Identifikatni &islo (IC0):

B: Identifikace i nil b ikatniho systému, jehoZ pi ini je poptavano pomoci cloud computingu

Oznateni systému:

Je fedeni pomoci cloud computingu poptévéno pro informaéni nebo komunikaéni systém jako pro celek?

V pfipadé, e je feSeni pomoci cloud computingu poptavano jen pro €dst informaéniho nebo komunikaéniho systému, definujte ji z hlediska
funkénich kategorii, architektury, provozniho modelu a bezpeénosti:

C: Vyslednd bezpeénostni troveii

Vysledna bezpeénostni droven informacni nebeo komunikaéniho systému nebo jeho asti:

D: Zhodnoceni bezpetnostni arovné podle piilohy . 1 vyhlasky

Nejvyssi dosaiend droveii

G ani*
dopadu v piislusné oblasti Odivodnéni

Oblast dopadu

z pohledu narugeni dostupnosti

z pohledu narueni divérnosti

A. Bezpetnost a zdravi lidi

z pohledu naruseni integrity

z pohledu naruieni dostupnosti

z pohledu narueni davérnosti

B. Ochrana osobnich udajd

z pohledu naruieni integrity

z pohledu narugeni dostupnosti

z pohledu narueni divérnosti

C. Trestnépravni fizeni

z pohledu narueni integrity

z pohledu narugeni dostupnosti
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Tri cloudové vyhlasky Il. — podpurny material

https://www.nukib.cz/cs/kyberneticka-bezpecnost/regulace-a-kontrola/podpurne-materialy/

N d "

Grodni Ufa; =

e NUKIB
BRNO e 30. LISTOPADU 2021 ¢ VERZE DOKUMENTU: 1.0

Cloud computing

Pruvodce zafazenim poptavaného cloud computingu do bezpeénostni Grovné -

> Tento podplrny material poskytuje organdm vefejné moci metodickou podporu pro zafazeni N U K I B

informacénine nebo komunikatnino systému, kitery si pfeji provozovat prostrednictvim sluZeb
cloud computingu, do odpovidajici bezpefnostni drovné dle vyhlasky & 315/2021 Sb.,
o bezpetnostnich Grovnich pro vyuZivani cloud computingu organy verejne.

> Stahnout pdf (v1.0 platna ke dni 03.12 2021)

Ndrodni urfad
pro kybernetickou
a informacni
bezpecnost

PRUVODCE ZARAZENIM
POPTAVANEHO CLOUD COMPUTINGU
DO BEZPECNOSTNI UROVNE

Podptirny material

Narodni urad pro kybernetickou a informaéni bezpeénost, 6. dubna 2022, TLP: WHITE 73
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Tri cloudoveé vyhlasky Ill.

3. Vyhlaska o bezpecnostnich pravidlech -

o Ve vyrobé — vydani predpokldadame v priib&hu roku 2022, v blizké dobé do MPR
o Kazda z bezpecnostnich urovni (1-4) bude mit stanovena pfrislusna bezpecnostni opatreni
o Dopada na vSechny organy verejné moci

o Obsahové blizké VKB, vychazi z némeckého standardu C5

o Bude obsahovat povinna a volitelna bezpecnostni pravidla — celkem cca 250 pravidel (povinna 46)

o Subjekt zavede povinna pravidla a zvazi vhodnost volitelnych s ohledem na jejich aplikovatelnost a nezbytnost pro
zajisténi bezpecnosti informaci.

o Moznosti zajisténi:
= Prohlaseni poskytovatele

= Certifikace poskytovatele —1SO 27001, I1ISO 27017, I1SO 27018, C5, SOC 2® Type 2, ISO 20000 nebo ISO 22301, v
budoucnu evropska certifikace (EUCS)

= Smluvni zavazek poskytovatele
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Prechodna ustanoveni

o Zakon €. 12/2020 Sb. § 17 (novelizovan zakonem ¢. 261/2021 Sb.)
"= QOVS musido 3 mésict od 1. 8. 2020 zapsat vyuzivany cloud computing (CC) do katalogu CC
= QVS vyuzivalo cloud computing k 1. 8. 2020 = muze tento CC ddle vyuzivat do 1. 1. 2024
o Zakon €. 261/2021 Sb., Cl. LXXXI
= QVS vyuzivalo CC nebo uzavrelo (ramcovou) smlouvu pred 1. 9. 2021 = muze tento CC vyuzivat do 31. 12.
2023
= CCv katalogu pred 1. 9. 2021/zapsany dle podminek pred 1. 9. 2021 = m{Ze vyuzivat do 31. 12. 2023
= QVS zahdjilo vyuzivani CC od 1. 9. 2021 do 31. 1. 2022 = mUze vyuzivat do 31. 12. 2022

pozn. v pripadé, Zze dany CC spliuje aktualni podminky — zapsan v katalogu, splhuje pozadavky cloudovych

vyhlasek — Ize vyuzivat bez ¢asového omezeni
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Aktualni stav katalogu cloud computingu MV

https://www.mvcr.cz/clanek/egovernment-cloud.aspx?g=Y2hudW09NQ%3D%3D

Katalog cloud computingu

Zapsané poptavky:

» datum zapisu: 2. 12. 2020
» Poptivka MV na sludby eGC &. 1/2020 {laas, Paas) (pdf. 647 kE)
« Poptivka MV na sluiby eGC &. 1/2020 {Saas) (pdf, 562 kB)

e datum zapisu: 28. 5. 2021
s Poptavka Ministerstvo Fivoiniho prostiedi / CENIA, eskd informacni agentura Zivotniho prostiedi MV na cloudové a
hostingové sluzby pro MZP (20241 1{laas, Paas) (pdf, 1,2 MB)

Zapsané nabidky cloud computingu podle verze zakona €. 365/2000 Sb. Géinné do 31. 8. 2021:

» Zapsané nabidky cloud computingu spinily veskeré poZadavky a kritéria uvedena ve vydané Metodice pro praci s katalogem cloud
computingu a katalogem sluZeb cloud computingu (verze 1.2) pro piislusné bezpecénosini drovné. Seznam spinénych poZadavkd -
bezpetnosini cerifikace zapsané nabidky cloud computingu - je uloZen v katalogu cloud computingu:

= Bezpecnostni certifikace zapsané nabidky cloud computingu v katalogu cloud computingu pro jednotlivé bezpe¢nostni
Orovné (pdf, 631 kB)

Cloud computing bezpeénostni Groven 3 a nizéi

» datum zapisu: 04. 05. 2021
» Nabidka cloud computingu (laa5, Paas, Saas) €. 1/2021 spoleénosti ALEF NULA, a. s. (pdf, 2,1 ME)

» Nabidka cloud computingu (laa s, PaaS) €. 112020 spoleénosti Atos IT Solutions and Services, s. r. . (pdf. 1.4 MB)

» Nabidka cloud computingu (laa$, Paa$, SaaS)_¢. 1/2020 spoleénosti AUTOCONT a. s. (pdf, 1,5 MB)

s Nabidka cloud computingu (laa 5, Paa%, Saas) €. 1/2020 spolecnosti DNS a. 8. (pdf, 2.1 MB)
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Pohled do budoucna a EU

EUCS - Evropska certifikace cloudovych sluzeb Smérnice NIS/2

:
i:¢ ‘NIS Directive ﬁ?

e

b g
g W

EUCS - CLOUD .
SERVICES SCHEME o Smernice NIS

= Poskytovatelé cloudovych sluzeb = DSP

o Smeérnice NIS2 (20227)

= Poskytovatelé cloudovych sluzeb = Essential and
important entities = povinné osoby dle ZKB?
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Vztah regulace cloudu v CR a EUCS

o Po zavedeni EUCS a vyresSeni nékterych vyhrad bude mozné prizpusobit narodni regulaci
EUCS:

o Uprava VSTUPNICH KRITERI|
o umoznéni predlozeni EUCS certifikatu + dodatecné pozadavky k mistu zpracovani dat a
provéreni poskytovatele cloudové sluzby

o Uprava BEZPECNOSTNICH PRAVIDEL
o sjednoceni znéni bezpecnostnich pravidel s pozadavky na poskytovatele cloudovych sluzeb v
EUCS + pozadavky tykajici se vyhradné organu verejné moci
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Cloudové vyhlasky - kde najit informace

o Vyhlasky, véetné odivodnéni:

= https://www.nukib.cz/cs/kyberneticka-bezpecnost/regulace-a-kontrola/legislativa/

o Nejcastéjsi dotazy:

= https://www.nukib.cz/cs/kyberneticka-bezpecnost/regulace-a-kontrola/faq/

o Katalog cloud computingu — zapsané nabidky a poptavky:

= https://www.mvcr.cz/clanek/egovernment-cloud.aspx?q=Y2hudW09NQ%3d%3d

o Sluzby, které trvale ukladaji data mimo EU — Ufedni deska NUKIB - https://www.nukib.cz/cs/uredni-

deska/ - od nové pravni Upravy — zatim prazdné
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Dotazy?

Dékuji za pozornost!

regulace@nukib.cz

Narodni urad pro kybernetickou a informacni bezpecnost, 6. dubna 2022, TLP: WHITE
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Cyber Resilience Act

Karolina Mensikova Ndrodni ufad
odd. Mezinarodnich organizaci pro kybernetickou

a prava, NUKIB a informacni bezpecnost




“If everything is connected, everything can be hacked,”

- Ursula von der Leyen, predsedkyné EK

06.04.2022 IV. odborné setkani k EUCSA
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Predsedkyné Evropské komise ve svém projevu o stavu Unie

(SOTEU) dne 15. zari 2021 zminila potrebu prijeti nové evropské
legislativy, ktera by stanovila spolecné standardy pro zlepseni

kybernetické bezpecnosti produktld a sluzeb na evropském

vhitrnim trhu.

Potfeba legislativy jiz zminéna ve Strategii kybernetické
bezpecnosti EU pro digitalni dekadu ze dne 16. prosince 2020.

Podle pracovniho planu EK pro rok 2022 by mél byt navrh
predstaven v zari 2022, tedy v prubéhu CZ PRES.

IV. odborné setkani k EUCSA
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Studie na potrebu KB pozadavku pro
ICT produkty

Study on the need of cybersecurity requirements for ICT products |
Shaping Europe’s digital future (europa.eu)

 Komplexni studie, kterd se zabyva kategoriemi ICT produktt a
souvisejicich sluzeb a dale pristupem ke KB ICT produktt a
souvisejicich sluzeb, jak je také uvedeno ve Vyzvé verejnosti (viz
dalsi slides).
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Klicove vysledky Studie

* Existujici EU legislativa je nedostatecné v ohledu KB.
* Nedostacujici zabezpeceni ICT produktu a souvisejicich sluzeb.

* Dle Studie neni mozné rizikové ICT produkty a souvisejici sluzby
Skatulkovat dle ICT kategorie Ci sektoru (jinymi slovy produkty
jsou velmi heterogenni/rQizné v kazdé kategorii ¢i sektoru).

e Studie se vénuje 5 moznym pristup k bezpecénosti ICT produktu a
souvisejicich sluzeb (viz Vyzva verejnosti).
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Vyzva k vyjadreni verejnosti

Cyber resilience act — new cybersecurity rules for digital products
and ancillary services (europa.eu)

* \erejna konzultace otevrena do 25. kvétna 2022.

06.04.2022 IV. odbornée setkani k EUCSA


https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services_en

06.04.2022

1.
V.

Navrhovane moznosti
regulace/pristupu

Zachovani sou€asného stavu a stavajicich pravnich predpisu;
Zavedeni dobrovolnych opatreni;

Regulacni zasahy "ad hoc“;

SmisSeny pfristup;

Horizontalni regulacni zasah

IV. odbornée setkani k EUCSA
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06.04.2022

Zachovani soucasného stavu a stavajicich pravnich predpist (napt.
narizeni v prenesené pravomoci podle narizeni o ochrané osobnich
udaju, smeérnice o radiovych zafizenich, pravni predpisy o
zdravotnickych prostfedcich, motorovych vozidlech, strojnich

zarizenich nebo bezpelnosti vyrobku atd.), které castecné resSi KB
hmotnych produktu.

IV. odbornée setkani k EUCSA
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Zavedeni dobrovolnych opatreni - dobrovolna certifikacni schémata
podle CSA by mohly byt dale rozvijena a uplatnovana. Zvazit by se
mohla také opatreni "mekkého prava", jako jsou pokyny, doporuceni,
iniciativy prumyslu, kodexy chovani aj.

IV. odbornée setkani k EUCSA
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06.04.2022

Regulacni zasahy "ad hoc" v oblasti KB digitalnich produktt a
doplrikovych sluzeb - zdsah by se omezil na doplnéni a/nebo zménu
pozadavkl na KB v jiz existujicich pravnich predpisech a na regulaci
novych rizik, jakmile se objevi, vCetné potencialné nevestavénych
softward.

IV. odbornée setkani k EUCSA
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Smiseny pristup zahrnujici zavazna a mékka pravidla, coz by zahrnovalo:

a. horizontalni regulacni zasah zavadéjici pozadavky na KB pro Sirokou
Skalu hmotnych digitalnich produktt a doplnkovych sluzeb.

S ohledem na postup posuzovani shody lze zvazit rizné dil¢i moznosti:

- vlastni posouzeni shody, kdy se prodejci mohou rozhodnout pro
posouzeni shody treti stranou, pokud to budou povazovat za vhodné; nebo

- predepsané posouzeni shody treti stranou pro urcité kategorie
vyrobk( v rdmci postupu zaloZzeném na posouzeni rizik.

b. Co se tyce KB nevestavénych softward, zvazil by se odstupriovany
pristup, pricemz prvnim krokem by byla mékka pravni opatreni, jako jsou
pokyny nebo doporuceni, pripadné nasledované regulacnim zasahem v
zavislosti na vysledcich implementace takovych opatreni.

06.04.2022 IV. odbornée setkani k EUCSA
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Horizontalni regulacni zasah, ktery by zaved| pozadavky na KB pro
Sirokou Skalu hmotnych a nehmotnych digitadlnich produktu a
souvisejicich doplnkovych sluzeb, véetné nevestavénych softwaru.

Alternativni dil¢i moznosti by mohly byt zvazeny, pokud jde o
kategorie softwaru, na které se maji vztahovat - bud pouze kriticky
software nebo veskery software - a pokud jde o postup posuzovani
shody, jako v moznosti IV a)

- vlastni posouzeni shody, kdy se prodejci mohou rozhodnout pro
posouzeni shody treti stranou, pokud to budou povazovat za vhodné; nebo

- predepsané posouzeni shody treti stranou pro urcité kategorie vyrobkt v
ramci postupu zalozeném na posouzeni rizik.
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o -

ICT produkty a souvisejici sluzby

l Early thinking on scope (work in progress)

In scope:

4+ Hardware products (‘tang

+ Ancillary services

% Standalone software products (“non-

tangible”), including games

Outright exclusions:

ible™) Open source
Websites

Web apps and cloud services (SaaS)

Certain products regulated under the
new and old approach

IV. odbornée setkani k EUCSA



Dékuji za pozornost.

Diskuze

Ndarodni Urad

a informacni bezpecnost %

pro kybernetickou

06.04.2022 IV. odbornée setkani k EUCSA



O
0

L
el

O

slido

Join at slido.com
HACSA

(D Start presenting to display the joining instructions on this slide.

97



slido

ID Audience Q&A Session

(D Start presenting to display the audience questions on this slide.

98



Vzdeélavani a osveta v oblasti
kybernetické bezpecnosti

Nina Adamcov4d, Oddéleni vzdélavani

NUKIB

©2022 Narodni urad pro kybernetickou a informacni bezpecnost, www.nukib.cz, 6.4.2022



Kdo jsou nase cilové skupiny?

e Primarni skupina — pracovnici verejné spravy, organizace podle Zakona o
kybernetické bezpecnosti a smernice NIS

e Sekundarni skupina — zranitelné skupiny (zaci a ucitelé, rodic¢e a déti, seniori)
a pracovnici prevence

e Siroka verejnost

©2022 Narodni urad pro kybernetickou a informacni bezpecnost, www.nukib.cz, 6.4.2022 100



Narodni strategie kybernetické bezpecnosti oo oot

a informaéni bezpecnost

e Pilif Odolna spolecnost 4.0

Kyberneticka bezpecnost neni jen technicka disciplina.

Odolny systém zajisténi kybernetickée bezpecnosti

Experti na
kybernetickou
bezpecnost

Pracovnici v oblasti
narodni bezpecnosti
Pracovnici
verejneho sektoru
/ Spolecnost \
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. Ndrodni Gfad @
kyb tick
Online kurzy e

e Zakoncenitestem a certifikatem o absolvovani

e Registrace jednotlivcu i vétsich skupin (preferujeme
zameéstnavatele/skupiny)

e Pravidelna aktualizace kurzu

e Kurzy vhodné pro sirokou verejnost, IT administratory a manazery
kybernetické bezpecnosti ¢i konkrétni zaméstnani (ucitelé, zdravotnici,
pracovnici prevence)

e Tvorba dalsich kurzu:
o Napriklad pro krypto pracovniky (neutajovany obsah)
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Ndarodni arad

Davej kyber — Zaklady kybernetické bezpecnosti ...z s

e Kurz vhodny pro kazdého
e Témata: registrace a prihlasovani, e-mail a prilohy, aplikace a sluzby, zarizeni

a média, odkazy a weby, pripojeni a internet
e Vroce 2021 kurz absolvovalo 20 546 uzivateld
e 2022 - aktualizace, novy design, nova témata
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Ndrodni urfad
pro kybernetickou @
a informacni bezpecnost

e Kurz vhodny pro manazery kybernetické bezpecnosti a pracovniky IT oddéleni.
e Vyhlaska o kybernetické bezpecnosti (¢. 82/2018 Sb.)

Rizeni aktiv

33

Informace ¥ Interaktivni \
& I ucebnice
pokyny Gvod

Systém Fizeni
bezpecnosti
informaci

Organizacni
bezpecnost

Rizeni I Bezpeénostni
dodavateli J \ role

Rizeni rizik
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osveta.nukib.cz

Ndrodni urfad
pro kybernetickou @
a informaéni bezpecnost

Zaklady
kybernetické
bezpecnosti

Pro zameéstnance skol

P @

N_.

Bezpecna
skolni ICT
infrastruktura

| PRGSO S | ¥ B B 4 PR |

)

P @

A

)

Privodce
portalem

Urceno vsem
zajemcim o kurzy

7 @

jal

)
Minimum
kyberneticke
bezpecnosti

Pro zaméstnance ve
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Jak si vybrat spravny kurz?

e Pruvodce portalem - doporuceni, pro koho jsou vhodné

Nase nabidka

Vsechny potrebné informace o
kurzech na jednom miste.
Prozkoumejte nabidku nasich

osvetovych a vzdélavacich kurza.

Informace o kurzech

Otevrit portal
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Anti-phishingovy modul o semetao

a informaéni bezpecnost

e V konkrétnim obdobi po absolvovani kurzu mize prijit zaméstnanci testovaci
phishingovy mail

e Maily jsou obecné a veskeré odkazy vedou na vzdélavaci stranku k phishingu
e Vysledny report —otevreni a rozkliknuti e-mailu
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Osvetové materialy

Ndrodni urad
pro kybernetickou

a informaéni bezpecnost

e Bezpecny pohyb v kybersvété
Zameéreno na:

- pocitac & smartphone,

- online komunikaci,

- online Ucty.

e Bezpecnostni doporuceni pro administratory

BEZPECNY POHYB V KYBERSVETE

JAK SI ZABEZPECIM POCITAC NEBO SMARTPHONE?

OMEZIM PRISTUP DALSICH OSOB K SOUKROMYM | PRACOVNIM ZARIZENIM.

CHRANIM SVA DATA PRO PRIPAD ODCIZENI Cl ZTRATY ZARIZENI.

VyuZivam silné heslo, ciselny kod, gesto nebo jiny zplsob zabezpeceni.

NIKDY S| NEUKLADAM PRIHLASOVACI UDAJE K ZARIZENIM A OCTOM V JEJICH BLIZKOSTI.

Pro uchovani prihlasovacich idaju pouzivam Sifrovaného spravce hesel.
UJISTIM SE, ZE PRI ZADAVANI PRIHLASOVACICH UDAJU JE NIKDO CIZi NEVIDI, NAPRIKLAD POHLEDEM PRES RAMENO.

ZAMKNU ZARIZENI POKAZDE, KDYZ OD NEJ ODCHAZIM.
U pocitace s Windows je nejjednodussi zpusob rychlého zamknuti klavesova zkratka WIN + L a u mobilniho zafizeni
stisknuti vypinaciho tlacitka na jeho boku. Pokud odchazim na delSi dobu, ukoncim spravce hesel a vSechny doposud

pouzivaneé aplikace a sluzby s citlivymi idaji jako e-mail nebo internetové bankovnictvi.

AKTUALIZUJI SOFTWARE A NEVYPINAM PRAVIDELNE AUTOMATICKE AKTUALIZACE SYSTEMU.

Diky tomu zajistim opravu znamych zranitelnosti, které by mohly ohrozit mé zarizeni.

POUZIVAM AKTUALIZOVANY ANTIVIROVY SOFTWARE A FIREWALL.

ZAPINAM WI-FI, BLUETOOTH, NFC A DALSI BEZDRATOVE TECHNOLOGIE, JEN POKUD JE VYUZIVAM.
Pro utocnika predstavuji potencialni cestu do zafizeni.

POKUD VYUZIVAM NEZABEZPECENOU WI-FI SIT, VYUZIVAM TZV. VPN (VIRTUAL PRIVATE NETWORK) NEBOLI VIRTUALNI
SOUKROMOU SIT, KTERA ZABEZPECI MOU KOMUNIKACI NA POTENCIALNE NEBEZPECNE SITI.
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osveta.nukib.cz
Pruvodce kurzy a portalem

moodle@nukib.cz
vzdelavani@nukib.cz
n.adamcova@nukib.cz

Ndrodni urfad
pro kybernetickou
a informaéni bezpecnost
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DEKUJEME ZA POZORNOST
A PREJEME VAM KRASNY DEN

Ing. Markéta Silhava
m.silhava@nukib.cz
+420 702 160 590



